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Electronic Voting Protocols

Voting is an important part of our democratic process, and in its electronic form has been used in
an ever growing number of elections and referendums. Some of the reasons for this development
include the necessity for a mechanized way of counting votes, and the comfort obtained from voting
at home.
The use of electronic voting raises a number of basic questions with respect to the correctness
of the voting process and the privacy of the votes. Simple question such as:
• is my vote private, and
• can I be sure my vote was counted,
while natural prove to be particular challenging to answer.
This process is made more difficult as new voting protocols and new definition of voting properties are introduced frequently. Many of these new results propose either a fix to some issue found
in a previous definition or protocol, or a method to deal with a some new scenario or particular
voting concern, depending on the socio-political context.
Additionally, the majority of security proofs are done by hand in a pen-and-paper style, and
are error-prone and difficult to check. Nevertheless, audits of voting systems suggest that many
common issues could have been prevented by using open source and formally verified implementations. However, the formal verification of voting systems down to deployed software is particularly
challenging. Some of the main reasons for this ranges from the fact that defining security properties
for voting systems is an active topic of investigation, to the fact that electronic voting systems are
highly complex and distributed, with multiple implementations of voting clients.
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Current and future research direction

The goal of my current research is to be able to alleviate some of these concerns. In [A2], we have
started a step in this direction by refining an existing core voting construction with a high degree of
abstraction and proving it satisfies privacy. More precisely, we provide privacy for a general framework that models a single voting pass protocol under standard cryptographic assumptions. The
key feature of this framework is the high degree of abstraction that allows the capture of hundreds
of variants of Helios, including most existing ones. The whole process is semi-automated, in the
sense that we use an interactive proof assistant (EasyCrypt) to prove privacy for this framework,
and then show that the analysed voting protocol can be viewed as an instance this framework. The
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latter is sufficient to ensure that the analysed voting protocol enjoys the same security guarantees as
our framework, without having to redo the whole proof process. Furthermore, this result provides
a machine-checked proofs of privacy for an electronic voting protocol in the computational model
(maybe the second in literature after [B12])
Currently, I am working on a result for verifiability that follows the same methodology as the
proof on privacy, and I am happy to report that we are in the final stages of finishing this result. The
definition for verifiability that we have in mind is a novel version of the verifiability in [B10], where
our security guarantees are provided under a slightly different standard cryptographic assumptions
compared to the initial paper.
Additionally, we intend to apply this result on verifiability (and our previous result on privacy)
to the voting protocol Belenios. Moreover, we will provide hundreds of variants of Belenios that
satisfy both privacy and verifiability.
Another research direction that I am interested in is threshold cryptography and in particular
on designing, analysing and applications of secret sharing schemes. This topic has been the focus
of my PhD Thesis, and the results I obtained [A1, A7, A3, A4, A5, A8, A6] provide a necessary and
sufficient characterization of the security for schemes based on the Chinese Remainder Theorem. I
aim to use my knowledge about secret sharing schemes in designing a threshold model of game-based
privacy, and refine the result in [B9].
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Future research direction

For future research direction, I plan to consider further other properties such as accountability,
receipt-freeness, and coercion-resistance. We believe that our previous result [A2] provides a solid
step towards accountability, but would requires more work as it is necessary to first specify exactly
who is responsible e.g. for the data displayed on the ballot box and the distribution of the credentials
and how this is cryptographically enforced. Receipt-freeness and coercion-resistance would require
an enrichment of the voting model considered in [A2], as that model is not coercion-resistant.
Considering these various properties under varying trust assumptions on each of the parties would
also be interesting.
Another future research direction is linked to machine-checked proofs for other voting protocols.
We believe that it will be reasonable to adapt the our previous result of privacy from [A2] and our
current result on verifiability to include more e-voting protocols such as sElect [B11], or Selene
[B13]. The key feature of sElect is that it uses onion encryption and during a mix-net tally it
removes duplicated ballots, and this aspect can not be currently handle by the simple tallying
operation done in [A2]. Selene seems particularly challenging because of its core characteristic:
verification is done by voters after enough time has passes since the election finished. This delay
between the publication of the election result and the start of the verification process can be not
handled by our model in [A2].
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